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The computer industry has had a few lulls 
in growth, but it's still a huge industry. Com-
puters are getting cheaper, and as a result they 
are making an appearance in a greater number 
of households. 1 

Consumers want convenience, and they 
want to do everything electronically from buy-
ing groceries online to picking up that hard to 
find antiques in on-line business transacting 
companies. Very few people have been scared 
off from owning a computer or getting internet 
service. But all of these development in internet 
technology, brought up the issue of security. It 
started to become a serious problem in the late 
90's. During that time companies reported to be 
loosing billions of dollars through security 
loopholes through World Wide Web. 

Most of the security problems encountered 
on the Internet are due to human mistakes. 

Common Internet Security threats include: 
«Viruses» 
News Groups 
Chat Rooms 
Spyware / Adware software 
Home Page Hijackers 
Scum Ware 
Pop Ups. 
The above list is NOT an exhaustive list of 

Internet Security related topics, NOR is it 
aimed at the more complex needs of business.  

Virus 
What are «viruses»? 
These «Viruses» are basically little soft-

ware programs that can be spread in many dif-
ferent ways. 
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The difference between a computer virus 
and other programs is that viruses are designed 
to self-replicate (that is to say, make copies of 
themselves). They usually self-replicate without 
the knowledge of the user. 

Viruses often contain 'payloads', actions 
that the virus carries out separately from repli-
cation. Payloads can vary from the annoying 
messages that display on your screen, to the 
disastrous which attempt to overwrite the Flash 
BIOS and cause irreparable damage to YOUR 
computer. 

Different Types of Virus 
These programs that can infect your com-

puter are split into various different types 
called: Viruses. 

Trojans – are simply programs that con-
ceal their true purpose or include a hidden func-
tionality that a user would not want 

Worms – are characterized by having the 
ability to replicate themselves and viruses are 
similar except that they achieve this by adding 
their code onto third party software. Once a vi-
rus or worm has infected a computer, it would 
typically infect other programs (in the case of 
viruses) and other computers. 

Most of virus we get them from the inter-
net when we download virus-infected files. 
Most of the virus will usually not affect your 
computer, still, some of them might contain 
damageable programs for your computer or 
even allow a distant user to take control of your 
computer. These programs are called a «Trojan 
Horse». While some people may believe the 
opposite, it is impossible for someone to down-
load potentially damaging files to your comput-
er without your content, as long as you don't let 
your computer filter your downloads. At the 
same time, it is barely impossible to simply 
«get a virus» by surfing on the Internet. Virus 
mostly come with downloaded files that you 
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usually consented to download or in attached 
email files that you opened without previously 
checking it. News group Internet News Groups 
are a place for online discussion of topics of 
interest. These are usually text messages placed 
by their writers into the newsgroup where other 
people can read and reply to them. The groups 
are public, open to anyone to read and write 
messages, and often also share computer files 
such as photographs and sound files. 

However, while there can be lots of valua-
ble information taking place in newsgroup dis-
cussions, there can also be a lot of useless con-
tent too and they form part of your Internet Se-
curity awareness! 

Obscene material is common in some 
newsgroups, while other groups have been used 
for criminal activity such as exchange of child 
pornography.  

Don't believe everything you read online. 
For example, there have been cases of criminals 
trying to affect share prices by spreading false 
information in newsgroups. 

Chat Rooms 
Ask most young teenagers if they have ev-

er used a Chat Room they will answer yes. 
But do you know what a chat room is and 

the dangers involved? Are they an Internet Se-
curity risk? 

Internet Chat is a way for people to com-
municate live with each other by typing text 
messages which are seen immediately by eve-
ryone present in the online chat «room». It is a 
sociable activity, and very popular with young 
people as a way of meeting and talking to 
friends and establishing relationships..... 

BUT you have NO real IDEA who is in 
the chat room. People lie about who they really 
are and many paedophiles use chat rooms to 
talk sexually to youngsters! Very disturbing! 

Spyware / Ad ware What Is Spyware? 
Why is it called «Spyware»? 
While this may be a great concept, the 

downside is that the advertising companies also 
install additional tracking software on your sys-
tem, which is continuously «calling home», 
using your Internet connection and reports sta-
tistical data to the «mother ship».  

While according to the privacy policies of 
the companies, there will be no sensitive or 
identifying data collected from your system and 
you shall remain anonymous, it still remains the 
fact, that you have a «live» server sitting on 
your PC that is sending information about YOU 
and YOUR surfing habits to a remote location. 

Home Page Hijackers 
What Is A Home page Hijacker? 

Once one of these nasty programs gets on-
to your computer, it will constantly reset your 
homepage (and maybe Search, etc.) to where 
they want you to go. You can't change it back! 

Typically, hijacker programs put a refer-
ence to themselves in your StartUp folder or 
Registry Run key, so that the hijacker runs eve-
ry time the computer is started. This kind of 
activity does still present as an Internet Security 
risk, after all THEY have now taken over part 
of YOUR computer! 

If the user tries to change any of these set-
tings, the hijacker changes them back, sticking 
the user with the hijacker's site unless the hi-
jacking software can first be found and re-
moved. 

Scum Ware 
What Is Scum Ware? 
Ezula's TopText is a virus-like collection 

of programs that gets installed onto YOUR 
computer when you download and install pro-
grams such as the new KaZaa system which has 
replaced the popular Napster program. (This 
allows people to download pirated copies of 
MP3 music files.) 

Statistics from Download.com shows that 
KaZaa has been downloaded over 7 million 
times just from their site. If you read the user 
reviews for KaZaa you will see that most users 
are very upset about the programs installed that 
do not relate to file sharing. They don't like the 
programs that spy on you while you are online 
and send the data back to the media companies 
wanting to sell your private information with 
advertisers. 

What happens with Scum Ware is that you 
visit a reputable site but certain keywords on 
that site will be underlined as a link. When 
YOU click on them YOU are taken to an adver-
tiser's website (These can be pornographic web-
sites.) 

Now the company/person that created the 
website did NOT put these links there. It is the 
Scum Ware software sitting on your computer 
that is doing this.... Most folks are shocked 
when i explain this to them! This may seem a 
low Internet Security risk, and it probably is.... 
BUT it is not an activity that ANY IT security 
expert would condone... 

Pop Ups 
What Are Pop Ups? 
Often, when you visit a website, another 

smaller window will appear in front of the page 
you requested. Again this is a low Internet Se-
curity threat, BUT it can be VERY annoying 
while surfing the Internet. 
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A few years ago this technique was ONLY 
used by, and still is used by, reputable websites. 
Some even use «Pop Under's» – where the new 
window appears under the Internet page you 
requested. 

Solutions 
Use of Firewalls. 
The term firewall is often mentioned in the 

press and computer magazines. You may even 
have one on your computer.... BUT what exact-
ly are they? 

A firewall is a piece of hardware or soft-
ware that protects you form intentional hostile 
attacks on your computer. For most home users 
this will take the form of a piece of software 
installed on their computer. This kind of de-
fence is VITAL in supporting your Internet Se-
curity. 

However with many small business run-
ning from peoples homes these days, some may 
have a small hardware firewall that all their 
computers will use to protect them. 

What do they do? 
Basically a firewall examines ALL the 

"traffic" (the name given to all the bits of elec-
tronic information entering and leaving your 
computer) when you are connected to the Inter-
net. 

Firewalls use «rules» to determine if they 
are going to: 

Refuse «traffic» from certain internet ad-
dresses. Refuse certain types of «protocols» e.g. 
Telnet or FTP (ways of accessing a computer 
over distances). Refuse suspicious looking traf-
fic. Refuse attempts to probe your computer for 
information. Refuse certain files types e.g. MP3 
files. 

Anti Virus Software. 
What Is A Virus? 
You can not escape the fact that at some 

point you are going to get infected by a com-
puter virus if you have no up to date Anti Virus 
protection on your computer! These «Viruses» 
are basically little software programs that can 
be spread in many different ways. Anyone seri-
ous about Internet Security MUST take this 
onboard! 

 Viruses often contain «payloads», actions 
that the virus carries out separately from repli-
cation. Payloads can vary from the annoying 
messages that display on your screen, to the 
disastrous which attempt to overwrite the Flash 
BIOS and cause irreparable damage to YOUR 
computer... 

The best way for users to protect them-
selves against viruses is to apply the following 
anti-virus measures: 

 Make backups of all software (including 
operating systems), so if a virus attack has been 
made, you can retrieve safe copies of your files 
and software. 

 Be aware that the risk of infection grows 
exponentially when people exchange floppy 
disks, download web material or open email 
attachments without caution. 

 Have anti-virus (AV) software installed 
and updated regularly to detect, report and 
(where appropriate) disinfect viruses. 

Browser choice 
Internet Explorer is currently the most 

widely used web browser in the world, making 
it the prime target for phishing and many other 
possible attacks. 

Conclusion 
What you need to keep in mind is that 

most of the security problems on the Internet 
are due to the users' misunderstanding of the 
media or human mistakes. You need to be ex-
tremely careful when transferring files or dis-
playing private information and pay close atten-
tion to new kinds of virus or security leaks. It's 
best to also keep in mind that the Internet is not 
the only network, local or wireless networks are 
as much vulnerable than is the Net. 
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