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The development of modern information
technologies leads to a gradual transition to the
integration of autonomous computers and local
networks into a single corporate network of the
organization. In addition to the obvious ad-
vantages, such a transition also brings with it a
number of problems specific to corporate net-
works [1]. These problems are faced by both
security specialists and employees of automa-
tion departments. The reasons for these prob-
lems include:

- The complexity and heterogeneity of the
software and hardware used. At the moment, it
is very difficult to find networks built on the
basis of only one network operating system
(OS). Experience shows that in Russian organi-
zations the following variant of building a cor-
porate network is used: workstations running
Windows.

- A large number of corporate network
nodes, their territorial distribution and lack of
time to control all settings. It is no longer a rari-
ty when nodes united into a corporate network
are scattered across different territories of not
only one city [2], but also a region. This feature,
as well as the lack of time to control all settings,
does not allow administrators to personally and
timely control the activities of system users on
all nodes of the corporate network and the com-
pliance of software and hardware settings with
specified values.

- Connecting the corporate network to the
global Internet and access of external users
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(customers, partners, etc.) to the corporate net-
work [3]. This reason leads to the fact that it is
often very difficult to determine the boundaries
of the network and all users connected to it,
which can lead to attempts of unauthorized ac-
cess to protected information [4].

One of the important problems arising
from the above reasons is the increase in the
number of corporate network vulnerabilities.
Therefore, to eliminate them and ensure an ap-
propriate level of protection of information cir-
culating in the corporate network [5], various
mechanisms and security tools are used. The
appropriate setting of these tools depends on the
information processing technology adopted in
the organization, the procedure and rules for
handling protected information. The collection
of such rules, laws and practical recommenda-
tions for ensuring security, covering all the fea-
tures of the information processing process, is
called a security policy [6]. Firewalls, intrusion
detection systems, traffic encryption systems,
"mobile code" control systems (Java, ActiveX),
etc. can be referred to the means that ensure the
security policy and, accordingly, the protection
of information processing technology [7].

These days, attacks on computer networks
such as "denial of service "(DoS, Denial of Ser-
vice) are the most common attacks. The pur-
pose of such attacks is to bring the server (the
object to which the attack is directed) into a
state where it cannot respond to client requests.
A side effect of such attacks is that there is a lot
of traffic directed towards the target of the at-
tack. With the help of this attack, the largest
and most famous companies, such as Yahoo!,
eBay, Buy.com, Amazon.com, CNN.com and a
number of lesser known ones, have been disa-
bled for a long time.

The main feature of a DoS attack is that
there is no computer [8] that is too powerful for
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it. For a server of any capacity, you can always
select the required number of computers partic-
ipating in the attack, which will disable the at-
tacked server with their packets. It should also
be noted that most Internet worms that spread
their bodies via e-mail are also a DoS attack
that disables mail servers [9].

Examples are the Morisson worm and the
Melissa virus, which indicate that you can disa-
ble a mail server of any power.

The second feature of a DoS attack is the
extremely difficult localization of attackers. In
addition to the fact that the attack comes from
many addresses (which makes it difficult to
counter by simply blocking traffic outgoing
from these addresses), these addresses may well
belong to unsuspecting users. An attacker can
only be traced by a message about the start of
an attack, and the path of this message is not so
easy to trace.

Finally, the third, no less formidable, fea-
ture of a DoS attack is the relative simplicity of
its implementation. With the use of off-the-
shelf software, a distributed attack can be orga-
nized by a group of individuals who have a very
poor understanding of the internal organization
of computing systems and act only out of hooli-
gan motives.

For ease of analysis, vulnerabilities are di-
vided into classes and subgroups. Information
security vulnerabilities can be:

1. objective

2. subjective

3. random.

The methods of implementation can be di-
vided into groups according to the methods of
implementation.

- Analytical;

- Technical;

- Software;

- Software and hardware;

- Organizational;

- Social.

Classification of opportunities for the im-
plementation of threats (attacks), is a set of pos-
sible options for the threat source by certain
implementation methods using vulnerabilities
that lead to the implementation of the attack
goals. The goal of an attack may not coincide
with the goal of implementing threats and may
be aimed at obtaining an intermediate result
necessary to achieve further implementation of
the threat. In the event of such a discrepancy,
the attack is considered as a stage of preparation
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for the commission of actions aimed at realizing
the threat, that is, as “preparation for commit-
ting” an unlawful action. The result of an attack
is consequences that are the realization of the
threat and / or contribute to such realization
[10].

Information risks are the risk of loss or
damage as a result of the use of information
technology by a company. In other words, IT
risks are associated with the creation, transmis-
sion, storage and use of information using elec-
tronic media and other means of communica-
tion.

IT risks can be divided into two categories:

- risks caused by information leakage and
its use by attackers (hackers, competitors or
employees) for purposes that could harm the
business;

- risks of technical failures of equipment
and disruption of the operation of technical
means, software installed on them and infor-
mation transmission channels, which can lead
to losses.

The work to minimize IT risks is to pre-
vent unauthorized access to data, as well as ac-
cidents and equipment failures. The process of
minimizing IT risks should be considered com-
prehensively:

- Identifying risks;

- Analyzing and assessing the priority of
risks;

- Planning responses;

- Minimizing risks. potential problems are
identified, and then it is determined in what
ways they can be solved.

In practice, ways to identify IT risks do not
differ from the methods for determining any
other risks: risk maps are drawn up, expert
opinions are collected, etc.

To identify the most critical information
risks, it is necessary to check the following key
points in the security system of an automated
system: one. Availability of access control to
information systems in which closed infor-
mation is generated and stored [11]

2.The ability of the system to process ex-
ternal and internal requests and the availability
of access to information (authorized) at any
time.

3. The ability to integrate existing technol-
ogies for working with information in the sys-
tem for new components in the course of mod-
ernization or replacement of the system.



4. Availability of means and methods for
protecting information processed in an auto-
mated system.

5. The presence of a clear algorithm for ac-
tions in a critical situation (failure of computer
networks, virus attacks, unauthorized access).

6. Correspondence of the method of pro-
cessing information resources in the system to
the general tasks presented to the automated
system.

It is rather difficult to accurately determine
the possible damage from most IT risks, but it is
quite possible to estimate them approximately.
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The paper discusses some features of attacks in computer networks. Examples of possible vulnerabili-

ties are shown.
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