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The article presents a comparative analysis of popular authorization methods in web applications:
JSON Web Token (JWT), OAuth2, and Keycloak. It emphasizes that authorization is a critical process
in access management, determining what a user can do after successful authentication. The
characteristics of each method are examined in detail. A comparison based on several criteria –
security, performance, scalability, flexibility, ease of integration, and management – demonstrates that
each approach has unique advantages and disadvantages that define its applicability in different
scenarios. The study supports the hypothesis that the choice of an authentication method should be
based on the project's specifics, its scale, security requirements, and infrastructure capabilities.
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В статье проводится сравнительный анализ популярных методов авторизации в веб-
приложениях: JSON Web Token (JWT), OAuth2 и Keycloak. Подчеркивается, что авторизация
является важным процессом в управлении доступом к ресурсам, определяющим, что
пользователь может делать после успешной аутентификации. Рассматриваются особенности
каждого из методов. Сравнение по нескольким критериям – безопасность,
производительность, масштабируемость, гибкость, простота интеграции и управление –
позволяет сделать вывод, что каждый подход обладает уникальными преимуществами и
недостатками, которые определяют их применимость в различных сценариях. Исследование
обосновывает предположение о том, что выбор метода аутентификации должен
основываться на специфике проекта, его масштабе, требованиях к безопасности и
возможностях инфраструктуры.
Ключевые слова: авторизация, JWT, OAuth2, Keycloak, безопасность, масштабируемость.

Intr�du�ti�n
Modern web �pplic�tions �re ch�r�cterized b� securit�, reli�bilit�, �nd sc�l�bilit� of

�uthoriz�tion mech�nisms. In � context of incre�sing �e�r-over-�e�r digit�l service users,
dem�nds to r�ise perform�nce coupled with d�t� protection st�rt to turn up �s foreground for
distributed s�stems. Token-b�sed �uthoriz�tion models, such �s JSON Web Token (JWT) �nd
O
uth2, �s well �s more comprehensive solutions like Ke�clo�k, �re becoming incre�singl�
relev�nt.

The development of Web technologies h�s cre�ted �n ever-growing dem�nd for unified
�nd secure �ccess control mech�nisms �ble to provide user �uthentic�tion �nd deleg�tion of
rights without he�v� lo�ds on the server infr�structure. On the other h�nd, the choice of �
specific �uthoriz�tion method is rel�ted to � tr�de-off �mong securit�, perform�nce, �nd
e�siness of integr�tion. For inst�nce, JWT �llows for st�teless �uthoriz�tion but involves �
number of vulner�bilities reg�rding token stor�ge securit�. O
uth2 is widel� used in s�stems
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with third-p�rt� service integr�tions, though its implement�tion requires det�iled configur�tion
�nd strict �dherence to securit� protocols. Ke�clo�k, in turn, is � strong me�ns of centr�lized
�ccess m�n�gement but is highl� complex in its implement�tion.

This work is �imed �t comp�r�tive �n�l�sis, strengths, �nd we�knesses of the listed
�uthoriz�tion methods in order to outline optim�l �pplic�tion scen�rios. The stud� will �llow �
deeper underst�nding of how the mech�nisms of modern �uthentic�tion technologies function
�nd influence the securit� �nd perform�nce of web �pplic�tions.

M�in ��rt. Th��r�ti��l f�und�ti�ns �f �uth�riz�ti�n in w�b ���li��ti�ns

uthoriz�tion is the most import�nt process in �ccess m�n�gement to web �pplic�tion

resources, defining wh�t � user c�n do �fter successful �uthentic�tion. 
lthough the terms �re
used ver� frequentl� �nd �lmost interch�nge�bl�, one should underst�nd the difference between
�uthoriz�tion �nd �uthentic�tion. 
uthentic�tion confirms the identit� of the user, while
�uthoriz�tion regul�tes wh�t resources or oper�tions �re �v�il�ble to the user. It is impossible
to develop modern web �pplic�tions without developing �n �uthoriz�tion mech�nism in line
with securit�, perform�nce, �nd sc�l�bilit� requirements, especi�ll� given the incre�sing p�ce
of distributed s�stems �nd cloud technologies.


mong the most critic�l requirements of �uthoriz�tion is to ensure d�t� securit�. The
modern �ppro�ches include the us�ge of cr�ptogr�phic methods th�t protect tokens �nd
minimize the stor�ge of confidenti�l inform�tion on the client side. For inst�nce, digit�l
sign�ture �lgorithms (RS
 or HM
C) �re widel� used to confirm d�t� integrit� �nd �uthenticit�
during token tr�nsfer. St�tistic�l evidence shows th�t � securit� bre�ch of �uthoriz�tion s�stems,
n�mel�, due to improperl� stored or intercepted tr�nsmission of tokens is �mong the most
prev�lent in web �pplic�tions (fig.) [1].

Figure. C�ber-risk concerns between business le�ders �nd c�ber le�ders

In �ddition, �uthoriz�tion must ensure sc�l�bilit� of the s�stem. 
s the number of users
incre�ses, tr�dition�l session m�n�gement mech�nisms b�sed on server memor� (e.g., server
session stor�ge) become � bottleneck. 
n �ltern�tive is st�teless �uthoriz�tion mech�nisms,
such �s JWT, which �llow the server not to store inform�tion �bout the session st�te. This is
especi�ll� import�nt for distributed s�stems, where e�ch server c�n process requests
independentl� [2].


nother import�nt �spect is the e�se of integr�tion �nd flexibilit� of solutions, �s web
�pplic�tions often inter�ct with multiple third-p�rt� s�stems, such �s 
PI or microservices. In
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such scen�rios, support for modern protocols is import�nt, including O
uth2 �nd OpenID
Connect. These protocols provide st�nd�rdized �uthoriz�tion �nd �uthentic�tion mech�nisms,
which simplifies the implement�tion of single sign-on (SSO) �nd deleg�tion of rights.

P�rticul�r �ttention should be p�id to protection �g�inst vulner�bilities such �s repl��
�tt�cks �nd token compromise. To prevent such thre�ts, timest�mps, unique token identifiers
(nonces), �nd token expir�tion d�tes �re implemented. It is �lso recommended to use tr�nsport
encr�ption (e.g., HTTPS), which reduces the likelihood of d�t� interception.

Thus, �uthoriz�tion in web �pplic�tions is �n integr�l component of modern IT
infr�structure. It combines d�t� protection mech�nisms, sc�l�bilit� �nd e�se of integr�tion,
which is especi�ll� import�nt in the context of the glob�l spre�d of web technologies.
Innov�tion-oriented comp�nies �re �ctivel� implementing modern �uthoriz�tion methods, such
�s JWT �nd O
uth2, to ensure the sust�in�bilit� �nd competitiveness of their s�stems.
However, despite the �dv�nt�ges, the implement�tion of these �ppro�ches requires strict
�dherence to securit� protocols �nd �d�pt�tion to specific oper�ting conditions.

Ov�rvi�w �f �uth�riz�ti�n m�th�ds
Web �pplic�tion �uthoriz�tion is b�sed on v�rious mech�nisms, the most common of

which �re JWT, O
uth2, �nd centr�lized �ccess m�n�gement s�stems such �s Ke�clo�k. These
technologies h�ve their own implement�tion fe�tures th�t �ffect their use in different scen�rios,
including distributed s�stems, third-p�rt� service integr�tion, �nd d�t� securit�.

Is JWT �n open st�nd�rd for tr�nsferring d�t� between p�rties in the form of tokens
signed using the HM
C or RS
 �lgorithms. JWT st�nds out for its lightweight n�ture �nd
independence from server st�te (st�teless), which �llows sc�ling �pplic�tions without the need
to store session d�t� on the server. The b�sic structure of the token consists of three p�rts: �
he�der, � p��lo�d, �nd � sign�ture, combined into � string �nd encoded in B�se64 form�t. This
m�kes JWT convenient for use in distributed s�stems where servers process requests in p�r�llel.
However, JWT vulner�bilities include the risk of token compromise when stored on the client
side. For ex�mple, when using Loc�l Stor�ge in � browser, the likelihood of d�t� le�k�ge
through XSS (cross-site scripting) �tt�cks incre�ses. 
ccording to the OW
SP report, �bout
14% of �tt�cks on web �pplic�tions �re rel�ted to token securit� fl�ws [3].

One of �uthoriz�tion protocols is O
uth2, which is being hugel� used tod�� since it
�llows �ccess b� other third-p�rt� �pplic�tions without necess�ril� sh�ring user credenti�ls. It
comes with m�jor flexibilit� in the form of configur�tions for v�rious �ccess levels through
tokens; support for �n �uthoriz�tion flow like �n �uthoriz�tion code for web �pplic�tions or the
implicit one t�rgeting client �pplic�tions-strict consider�tion on securit� protocols. 
s one
ex�mple, the oblig�tor� use of HTTPS reduces the possibilit� of token intercept. Even in these
c�ses, implement�tion errors-for ex�mple, b�dl� configured redirect URI-c�n le�d to d�t�
disclosure. In the US
, O
uth2 protocol is utilized for integr�tions-for ex�mple, from the
Stripe pl�tform to third-p�rt� �pplic�tions-in c�ses when �ccess to user d�t� is gr�nted without
h�ving to sh�re 
PI ke�s [4].

Yet one of the known we�knesses within O
uth2 is poor token check-up while
integr�ting the s�stems, �nd �tt�ckers use those to perform � repl�� �tt�ck. 
 sign�ture
verific�tion fe�ture of the token should be p�rt of it while emplo�ing � priv�te ke� to develop
minim�l risks for these kinds.

Ke�clo�k is �n �ll-in-one �uthoriz�tion �nd �uthentic�tion m�n�ger th�t comes with
O
uth2 �nd OpenID Connect support. 
mong its most signific�nt �dv�nt�ges is the f�ct th�t it
c�n m�n�ge users centr�ll� through interf�ces �nd 
PI. Ke�clo�k is p�rticul�rl� h�nd� for
org�niz�tions th�t h�ve to de�l with hundreds of users who require different levels of �ccess.
Furthermore, the s�stem �llows for SSO mech�nisms th�t minimize the he�d�che for users
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while �ccessing v�rious �pplic�tions. The complexit� of Ke�clo�k is in the implement�tion �nd
further m�inten�nce of high-lo�d s�stems. 
ccording to the 2023 report from G�rtner, the
�ver�ge time required to set up Ke�clo�k re�ches up to 120 m�n-hours, together with integr�tion
with existing s�stems [5].

It is interesting to note here th�t Ke�clo�k performs �ccess m�n�gement for intern�l
corpor�te s�stems �cross l�rge US corpor�tions like IBM. Ke�clo�k �dds some extr� �dv�nt�ge-
integr�tion with 
ctive Director�, multi-f�ctor �uthentic�tion-thus, m�king it prefer�ble for
l�rge enterprise customers.

Therefore, JWT, O
uth2, �nd Ke�clo�k offer � wide r�nge of options for the developer
reg�rding �uthoriz�tion �ccording to project needs-from JWT, which is suit�ble for sc�l�ble
�nd distributed s�stems; O
uth2 for the integr�tion of third-p�rt� �pplic�tions; to Ke�clo�k,
offering more flexibilit� in the form of centr�lized m�n�gement. 
t the s�me time, �ll these
technologies require � thoughtful configur�tion �nd strict �dherence to securit� protocols to
reduce vulner�bilit� �nd incre�se s�stem resilience.

C�m��r�tiv� �n�l�sis �f m�th�ds
Modern web �pplic�tion �uthoriz�tion methods such �s JWT, O
uth2, �nd Ke�clo�k

provide different �ppro�ches to �ccess control. JWT provides � high level of securit� when
implemented correctl�, but is vulner�ble when storing tokens in Loc�l Stor�ge, which c�n le�d
to XSS �tt�cks. O
uth2 offers � more sophistic�ted securit� protocol with the �bilit� to use
multi-f�ctor �uthentic�tion, while Ke�clo�k integr�tes O
uth2 �nd OpenID Connect, offering
�ddition�l l��ers of securit� such �s SSO �nd centr�lized �ccess rights m�n�gement (t�bl.).

T�ble
Comp�r�tive �n�l�sis of �uthoriz�tion methods

Crit�ri�n JWT OAuth2 K���l��k

Securit�
High when implemented
correctl�, vulner�ble to

XSS
Supports HTTPS, MF
 SSO, integr�tion with

OpenID Connect

Perform�nce High (st�teless) Medium (del��s in
token v�lid�tion) Low under high lo�d

Sc�l�bilit� Excellent for distributed
s�stems

Good (c�n become
complex with m�n�

�pps)
Good with clustering

support

Flexibilit� Limited (fixed token
p��lo�d)

High (supports different
flows)

Ver� high (extensive
configur�tion)

E�se of integr�tion Simple, good
document�tion

Medium (requires
precise configur�tion)

Complex (server �nd

PI setup required)

User m�n�gement No built-in m�n�gement M�n�ged vi� extern�l
s�stems

Centr�lized
m�n�gement, SSO

Th�nks to its principle of st�teless �uthoriz�tion, JWT demonstr�tes high perform�nce,
m�king it p�rticul�rl� suit�ble for high-lo�d s�stems. O
uth2 requires �ddition�l resources to
work with refresh tokens, �nd Ke�clo�k cre�tes � lo�d on the server, especi�ll� when integr�ting
with extern�l s�stems [6].

For sc�l�ble distributed s�stems, JWT is suit�ble due to its st�teless �rchitecture.
O
uth2 �nd Ke�clo�k �lso demonstr�te good sc�l�bilit�, but Ke�clo�k m�� suffer from
perform�nce degr�d�tion under high lo�d without c�ching settings [7]. O
uth2 is more flexible
due to its support for v�rious �uthoriz�tion flows, �nd Ke�clo�k offers �ddition�l customiz�tion
options for org�niz�tions with high �ccess control requirements.
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Due to its e�se of integr�tion, JWT is �n ide�l choice for developers working with
RESTful 
PI. O
uth2 is more complex to set up, especi�ll� when using refresh tokens or
implementing multi-f�ctor �uthentic�tion. Ke�clo�k requires signific�nt effort during the
implement�tion ph�se, including setting up servers, configuring �ccess rights, �nd tr�ining
emplo�ees [8].


pplic�tions with high perform�nce �nd sc�l�bilit� requirements c�n benefit from using
JWT, though it h�s limit�tions in flexibilit� �nd potenti�l securit� risks. O
uth2 demonstr�tes
vers�tilit� �nd reli�bilit�, but the complexit� of implement�tion m�kes it less �ccessible for
sm�ll projects. Ke�clo�k, �lthough difficult to configure, is � powerful tool for l�rge
org�niz�tions with distributed s�stems �nd strict �ccess control requirements. E�ch of the
solutions h�s its own optim�l use c�ses �nd depends on the needs �nd c�p�bilities of � p�rticul�r
project.

C�n�lusi�n

 comp�r�tive �n�l�sis of the JWT, O
uth2, �nd Ke�clo�k �uthentic�tion methods

showed th�t e�ch of them h�s unique strengths �nd we�knesses th�t determine their �pplic�bilit�
in different scen�rios. JWT is �n excellent choice for high-lo�d s�stems th�t require sc�l�bilit�
�nd perform�nce, but its securit� depends on proper configur�tion �nd protection of tokens.
O
uth2 provides high flexibilit� �nd securit�, especi�ll� in integr�tion with extern�l services,
but requires complex configur�tion �nd protocol compli�nce. Ke�clo�k, despite its complexit�,
offers powerful centr�lized �ccess m�n�gement �nd support for v�rious securit� mech�nisms
such �s SSO �nd MF
, m�king it ide�l for l�rge org�niz�tions. Ultim�tel�, the choice of
�uthentic�tion method should be b�sed on the specifics of the project, its sc�le, securit�
requirements, �nd infr�structure c�p�bilities, which determines its effectiveness �nd long-term
st�bilit�.

REFERENCES
1. Glob�l C�bersecurit� Outlook 2023: Insight Report [Electronic resource]. –

URL: https://www3.weforum.org/docs/WEF_Glob�l_Securit�_Outlook_Report_2023.pdf
[
ccessed 9th J�nu�r� 2025].

2. Перспективы развития информационной безопасности: глобальные вызовы и
стратегии защиты / А. Яковишин, И. Кузнецов, И. Дроздов [и др.] // Информационные
ресурсы России. – 2024. – № 2 (197). – С. 93–103.

3. OW
SP Top Ten [Electronic resource] // OW
SP® Found�tion. – URL:
https://ow�sp.org/www-project-top-ten/ [
ccessed 9th J�nu�r� 2025].

4. O
uth 2.0 [Electronic resource] // Stripe Document�tion. – URL:
https://docs.stripe.com/stripe-�pps/�pi-�uthentic�tion/o�uth [
ccessed 10th J�nu�r� 2025].

5. G�rtner M�gic Qu�dr�nt for 
ccess M�n�gement [Electronic resource] // G�rtner. –
URL: https://www.g�rtner.com/en/documents/4936631 [
ccessed 10th J�nu�r� 2025].

6. 
dv�nced Securit� Mech�nisms in the Spring Fr�mework: JWT, O
uth, LD
P �nd
Ke�clo�k / N. Dimitrijević, N. Zdr�vković, M. Bogd�nović [et �l.] // BISEC’23: 14th

Intern�tion�l Conference on Business Inform�tion Securit�, November 24, 2023, Niš, Serbi�:
CEUR Workshop Proceedings. – 2024. – P. 64–70.

7. Norim�tsu T. Polic�-B�sed Method for 
ppl�ing O
uth 2.0-B�sed Securit� Profiles
/ T. Norim�tsu, Yu. N�k�mur�, T. Y�m�uchi // IEICE Tr�ns�ctions on Inform�tion �nd
S�stems. – 2023. – Vol. E106.D, No. 9. – P. 1364–1379.

8. Sidorov D. Cross-browser comp�tibilit� issues �nd solutions in web development /
D. Sidorov // ISJ Theoretic�l & 
pplied Science. – 2024. – Vol. 11, No. 139. – P. 18–21.

https://vestnikvivt.ru
https://www3.weforum.org/docs/WEF_Global_Security_Outlook_Report_2023.pdf
https://owasp.org/www-project-top-ten/
https://docs.stripe.com/stripe-apps/api-authentication/oauth
https://www.gartner.com/en/documents/4936631


6 | 6

Вестник Воронежского института высоких технологий /
�ull�tin �f th� V�r�n�zh Institut� �f High T��hn�l�gi�s

2025;19(1)
htt�s://v�stnikvivt.ru

INFORMATION A�OUT THE AUTHOR
Dud�k Al�ks�i, speci�list degree, Tomsk St�te Universit� of Control S�stems �nd
R�dioelectronics, Tomsk, Russi�.
e-mail: �leksei.dud�k@r�mbler.ru

https://vestnikvivt.ru
mailto:aleksei.dudak@rambler.ru

