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This article examines the features of financial applications on the Android platform and analyzes the
main types of data used directly in such digital products. The focus is on security methods and
technologies, including encryption, authentication, and authorization. Recommendations for secure
development are provided to prevent potential cyber-attacks and ensure the protection of users'
confidential information. The importance of regular security audits and updates is emphasized to
address emerging threats in the mobile financial sector.
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Безопасность данных в Andr�id-приложениях
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В данной статье рассматриваются особенности финансовых приложений на платформе
Android, а также анализируются основные типы данных, которые используются в таких
цифровых продуктах. Основное внимание уделяется методам и технологиям обеспечения
защиты, включая шифрование, аутентификацию и авторизацию. Представлены рекомендации
по безопасной разработке для предотвращения потенциальных кибератак и обеспечения
сохранности конфиденциальной информации пользователей. Подчеркивается важность
регулярных проверок безопасности и обновлений для устранения возникающих угроз в сфере
мобильных финансов.
Ключевые слова: безопасность данных, Android, финансовый сектор, мобильные приложения,
шифрование, уязвимости, многофакторная аутентификация.

Intr�du�ti�n
Th �r�lifr	ti�n �f m�bil fin	nci	l 	��lic	ti�ns h	s tr	nsf�rmd th w	y individu	ls

	nd businsss h	ndl thir m�nt	ry 	ctivitis, m	king srvics such 	s b	nking, invstmnts,
	nd �	ymnts m�r 	ccssibl 	nd fficint. A widly usd m�bil ��r	ting systm (OS)
Andr�id �l	ys �n �f th cntr	l r�ls in this digit	l tr	nsf�rm	ti�n. But with th incr	sing
rli	nc �n 	��s f�r fin	nci	l tr	ns	cti�ns c�ms 	 hightnd risk �f d	t	 br	chs, cybr-
	tt	cks, 	nd un	uth�rizd 	ccss t� snsitiv inf�rm	ti�n.

Ths ty�s �f 	��s �r�css v	st 	m�unts �f snsitiv d	t	, r	nging fr�m �rs�n	l
idntific	ti�n dt	ils t� �	ymnt crdnti	ls. This m	ks thm �rim t	rgts f�r cybrcrimin	ls
wh� x�l�it vulnr	bilitis in b�th th s�ftw	r 	nd th undrlying �l	tf�rm. Scurity br	chs
c	n l	d t� svr �utc�ms, including m�nt	ry l�sss, idntity thft, 	nd 	 signific	nt r�si�n
�f trust in digit	l fin	nci	l srvics.

Givn th n	tur �f th d	t	 �r�cssd in ths 	��lic	ti�ns, it is im�r	tiv t�
im�lmnt r�bust s	fgu	rds m	surs th	t c	n �r�tct usr inf�rm	ti�n 	t vry st	g – b�th
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during st�r	g 	nd tr	nsmissi�n. Dvl��rs 	nd instituti�ns f	c 	 c�m�lx l	ndsc	� whr
nsuring scurity is n�t �nly 	 tchnic	l ch	llng but 	ls� 	 rgul	t�ry rquirmnt. Th
�ur��s �f this �	�r – t� 	n	lyz ffctiv d	t	 scurity f	turs 	nd �r�tcti�n mth�ds in
fin	nci	l 	��lic	ti�ns �n th Andr�id �l	tf�rm.

M�in ��rt. F��tur�s �f fin�n�i�l ���li��ti�ns �n th� Andr�id �l�tf�rm
�nd th�ir �h�r��t�risti�s

Th dvl��mnt �f Andr�id 	��s f�r th m�nt	ry sct�r h	s sn signific	nt gr�wth
du t� th �l	tf�rm's wids�r	d 	d��ti�n 	nd flxibility. It m	ks 	n 	ttr	ctiv ch�ic f�r
dvl��rs cr	ting fin	nci	l s�luti�ns such 	s b	nking 	��s, invstmnt �l	tf�rms, 	nd
�	ymnt systms. As 	 rsult, Andr�id rt	ins its ��siti�n 	s th w�rld's l	ding m�bil OS in
th sc�nd qu	rtr �f 2024 (fig.) [1].

Figur. M�bil OS m	rkt sh	r w�rldwid, %

This ���ul	rity 	m�ng dvl��rs is drivn n�t �nly by th �l	tf�rm's 	ccssibility but
	ls� by th incr	sing dm	nd f�r m�bil �	ymnt srvics, m	king Andr�id 	 d�min	nt f�rc
in th m�bil 	�� m	rkt. Ths digit	l �r�ducts h	ndl 	 wid r	ng �f snsitiv d	t	 th	t
rquirs r�bust �r�tcti�n. It includs �rs�n	l idntific	ti�n inf�rm	ti�n such 	s n	ms,
	ddrsss, �h�n numbrs, 	nd S�ci	l Scurity numbrs, 	s wll 	s fin	nci	l dt	ils lik b	nk
	cc�unt numbrs, crdit 	nd dbit c	rd inf�rm	ti�n, tr	ns	cti�n hist�ris, 	nd 	cc�unt b	l	ncs.
Ths 	��lic	ti�ns 	ls� �r�css 	uthntic	ti�n crdnti	ls, including usrn	ms, �	ssw�rds,
PINs, 	nd bi�mtric d	t	 such 	s fingr�rints �r f	ci	l rc�gniti�n.

Du t� th n	tur �f th d	t	 �r�cssd, 	ny scurity br	ch c	n l	d t� svr
c�nsquncs, including idntity thft, un	uth�rizd 	ccss t� funds, 	nd fin	nci	l fr	ud.
Acc�rding t� st	tistics [2], in 2024, th 	vr	g gl�b	l c�st �f 	 d	t	 br	ch w	s $4,88 milli�n.
As such, ths 	��lic	ti�ns 	r �rim t	rgts f�r cybrcrimin	ls l��king t� x�l�it
vulnr	bilitis in b�th th s�ftw	r 	nd th undrlying �l	tf�rm.

Th Andr�id �l	tf�rm �r�vids b�th ����rtunitis 	nd ch	llngs f�r fin	nci	l 	��
dvl��rs. On �f th ky ch	r	ctristics is its ��n-s�urc 	rchitctur th	t 	ll�ws dvl��rs
t� m�dify 	nd ��timiz 	��lic	ti�ns 	cc�rding t� thir s�cific nds. This 	ls� m	ks Andr�id
m�r susc�tibl t� scurity vulnr	bilitis c�m�	rd t� m�r cl�sd systms lik iOS.

Th wid v	rity �f Andr�id dvics, OS vrsi�ns, 	nd cust�miz	ti�ns �rsnt
ch	llngs in m	int	ining unif�rm scurity st	nd	rds 	cr�ss 	ll dvics. This fr	gmnt	ti�n
incr	ss th c�m�lxity �f scuring fin	nci	l 	��lic	ti�ns, 	s thy must b ��timizd 	nd
scurd f�r 	 wid r	ng �f nvir�nmnts. Andr�id’s flxibility 	ll�ws usrs t� d�wnl�	d
	��lic	ti�ns fr�m v	ri�us s�urcs, n�t just th �ffici	l G��gl Pl	y St�r. Whil this incr	ss
	ccssibility, it 	ls� intr�ducs signific	nt scurity risks 	s 	��s fr�m unvrifid s�urcs might
c�nt	in m	lw	r �r l	ck ncss	ry scurity u�d	ts.
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S��urit� m��sur�s �nd m�th�ds f�r Andr�id-b�s�d fin�n�i�l ���li��ti�ns
Du t� th critic	l snsitivity �f th d	t	, m	int	ining str�ng scurity m	surs is 	

signific	nt t	sk f�r v	ri�us Andr�id b	nking 	��lic	ti�ns. It is im�r	tiv th	t dvl��rs
c�m�rhnd 	nd im�lmnt th fund	mnt	l scurity str	tgis 	nd �r	ctics in �rdr t�
s	fgu	rd usr inf�rm	ti�n fr�m un	uth�rizd 	ccss, cybr thr	ts, 	nd d	t	 br	chs.

In this rg	rd, �n�r��ti�n is th f�und	ti�n �f d	t	 scurity f�r fin	nci	l 	��lic	ti�ns.
It nsurs th	t snsitiv inf�rm	ti�n is in	ccssibl t� un	uth�rizd usrs, vn if it is
intrc�td [3]. Thr 	r tw� ky ty�s �f ncry�ti�ns th	t c	n b m�l�yd:

– En�r��ti�n �t r�st: 	ll snsitiv d	t	 st�rd �n th usr’s dvic, such 	s 	cc�unt
dt	ils, �	ymnt inf�rm	ti�n, 	nd usr crdnti	ls, sh�uld b ncry�td. Andr�id �r�vids t��ls
such 	s th Andr�id K��st�r� S�st�m 	nd En�r��t�dSh�r�dPr�f�r�n��s f�r scur l�c	l
d	t	 st�r	g. Ths systms 	ll�w f�r th st�r	g �f cry�t�gr	�hic kys in h	rdw	r-b	ckd
kyst�rs, m	king it difficult f�r 	tt	ckrs t� xtr	ct kys fr�m th dvic.

– En�r��ti�n in tr�nsit: d	t	 tr	nsmittd btwn th 	�� 	nd th b	cknd srvrs
must b ncry�td using scur �r�t�c�ls such 	s TLS (Tr�ns��rt L���r S��urit�). This
nsurs th	t fin	nci	l d	t	, including l�gin crdnti	ls 	nd tr	ns	cti�n dt	ils, 	r �r�tctd
fr�m m	n-in-th-middl (MITM) 	tt	cks.

Dvl��rs must nsur th	t cry�t�gr	�hic crdnti	ls 	r m	n	gd scurly.
H	rdc�ding ths scrts within th 	��lic	ti�n �r using w	k 	lg�rithms f�r scuring d	t	 c	n
x��s inf�rm	ti�n t� 	tt	ckrs. Str�ng 	lg�rithms lik AES-256 (Adv	ncd �ncry�ti�n
St	nd	rd) sh�uld b m�l�yd t� gu	r	nt th highst lvls �f scurity. In 	dditi�n t� A�S-
256, thr 	r 	 numbr �f �thr 	��r�	chs th	t h	v thir �wn 	dv	nt	gs 	nd dis	dv	nt	gs
(t	bl.) [4, 5].

T	bl
C�m�	ris�n �f ncry�ti�n mth�ds

En�r��ti�n
m�th�d

K��
l�ngth Str�ngths W��kn�ss�s C�mm�n

im�l�m�nt�ti�ns

A�S
128,
192,
256
bits

High lvl �f scurity,
fficint f�r b�th
h	rdw	r 	nd s�ftw	r,
widly su���rtd.

Rquirs scur ky
m	n	gmnt, vulnr	bl
t� sid-ch	nnl 	tt	cks if
im�r��rly
im�lmntd.

Usd in TLS,
ncry�td
d	t	b	ss, m�bil
	��s.

RSA (Rivst-
Sh	mir-

Adlm	n)

1024-
4096
bits

Str�ng ncry�ti�n f�r
ky xch	ng, widly
usd f�r scuring
intrnt
c�mmunic	ti�ns.

Sl�w �rf�rm	nc f�r
l	rg d	t	sts,
vulnr	bl t� qu	ntum
c�m�uting 	tt	cks.

�m�l�yd in
SSL/TLS
�r�t�c�ls, digit	l
crtific	ts.

�CC (�lli�tic
Curv

Cry�t�gr	�hy)

160-
521
bits

Pr�vids high scurity
with sm	llr ky sizs,
fficint f�r m�bil 	nd
mbddd systms.

M�r c�m�lx t�
im�lmnt, rquirs
	dv	ncd x�rtis.

Usd in SSL/TLS,
bl�ckch	in,
m�drn
cry�t�gr	�hy

In fin	nci	l 	��lic	ti�ns, scurly st�ring usr d	t	 �n th dvic is sri�us. Whil
Andr�id �ffrs svr	l ��ti�ns f�r d	t	 st�r	g, n�t 	ll 	r suit	bl f�r snsitiv b	nking
inf�rm	ti�n. Snsitiv d	t	 sh�uld 	lw	ys b st�rd in intrn	l st�r	g r	thr th	n xtrn	l
st�r	g, 	s intrn	l st�r	g is m�r scur 	nd �riv	t t� th 	��s.

F�r m	n	ging cry�t�gr	�hic kys, thAndr�id K��St�r� API 	ll�ws f�r th gnr	ti�n
	nd st�r	g �f kys in h	rdw	r-�r�tctd nvir�nmnts. This nsurs th	t vn if 	 dvic is
c�m�r�misd, th kys rm	in scur. Fin	nci	l 	��lic	ti�ns sh�uld us ncry�td d	t	b	ss
such 	s SQLCi�h�r f�r st�ring snsitiv usr inf�rm	ti�n. This nsurs th	t vn if th
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d	t	b	s is 	ccssd by 	n 	tt	ckr, th inf�rm	ti�n rm	ins unr	d	bl. It is 	ls� im��rt	nt t�
minimiz d	t	 rtnti�n �n th dvic. D	t	 th	t is n� l�ngr ndd sh�uld b scurly dltd,
	nd �rs�n	l �r fin	nci	l inf�rm	ti�n sh�uld n�t b unncss	rily c	chd.

A ky c�m��nnt �f fin	nci	l 	��lic	ti�n scurity is nsuring th	t �nly 	uth�rizd usrs
c	n 	ccss snsitiv d	t	 	nd functi�n	lity. T� 	chiv this, svr	l 	uthntic	ti�n mch	nisms
sh�uld b im�lmntd. On �f thm is multi-f��t�r �uth�nti��ti�n (MFA), which 	dds 	n
xtr	 l	yr �f scurity [6]. This 	��r�	ch gnr	lly rquirs th us �f tw� �r m�r distinct
	uthntic	ti�n f	ct�rs, such 	s kn�wldg-b	sd crdnti	ls (.g., �	ssw�rds), ��ssssi�n-
b	sd t�kns (.g., �n-tim �	ssw�rds �r �hysic	l dvics), 	nd bi�mtric vrific	ti�n mth�ds
(.g., fingr�rint �r f	ci	l rc�gniti�n).

An�thr �r�tctiv mth�d is bi�mtric 	uthntic	ti�n, such 	s th �i�m�tri�Pr�m�t
API, which �ffrs 	 scur 	nd usr-frindly w	y t� intgr	t bi�mtric vrific	ti�n int�
fin	nci	l 	��lic	ti�ns. This 	��r�	ch nh	ncs scurity by rducing rli	nc �n tr	diti�n	l
�	ssw�rd-b	sd systms, which c	n b vulnr	bl t� brut-f�rc �r crdnti	l-stuffing 	tt	cks.
F�r m�bil m�nt	ry s�ftw	r th	t intgr	t with third-�	rty srvics, using scur
	uthntic	ti�n fr	mw�rks such 	s OAuth 2.0 	nd O��nID C�nn��t nsurs th	t usr
crdnti	ls 	r n�t x��sd �r misusd. Ths �r�t�c�ls n	bl scur t�kn-b	sd
	uthntic	ti�n th	t nh	ncs usr �riv	cy 	nd scurity.

Pr��r s�ssi�n m�n�g�m�nt is im��rt	nt in �rvnting sssi�n hij	cking 	nd
un	uth�rizd 	ccss. Sssi�ns sh�uld b sh�rt-livd, 	nd t�kns sh�uld b rfrshd
�ri�dic	lly using scur mth�ds. T�kn-b	sd 	uthntic	ti�n with JWT (JSON W�b
T�k�ns) sh�uld b im�lmntd with �r��r x�ir	ti�n tims 	nd t�kn inv	lid	ti�n
mch	nisms.

M�bil 	��lic	ti�ns, �	rticul	rly �n Andr�id, 	r susc�tibl t� rvrs nginring,
whr 	tt	ckrs c	n dc�m�il th 	�� t� xtr	ct snsitiv inf�rm	ti�n such 	s cry�t�gr	�hic
kys, 	��lic	ti�n �r�gr	mming intrf	cs (API) nd��ints, 	nd businss l�gic. T� rduc this
risk, dvl��rs sh�uld us t��ls lik Pr�Gu�rd �r R8 f�r ��d� �bfus��ti�n, which tr	nsf�rms
r	d	bl c�d int� 	n unr	d	bl f�rm	t, m	king it h	rdr f�r 	tt	ckrs t� rvrs-nginr th
	��lic	ti�n 	nd 	ccss snsitiv inf�rm	ti�n. A�� h�rd�ning tchniqus sh�uld b 	��lid t�
	dd xtr	 l	yrs �f �r�tcti�n 	g	inst t	m�ring, rvrs nginring, 	nd m	lw	r injcti�n.
Ths tchniqus includ 	nti-dbugging mch	nisms, intgrity chcks, 	nd r��ting �r
j	ilbr	king dtcti�n, nsuring th	t th 	��lic	ti�n d�s n�t run in c�m�r�misd nvir�nmnts.

Fin	nci	l 	��lic	ti�ns rly h	vily �n b	cknd API t� intr	ct with b	nking systms,
�r�css �	ymnts, 	nd rtriv d	t	, m	king API scurity cruci	l f�r th �vr	ll s	fty �f th
	��lic	ti�n. All API nd��ints sh�uld b �r�tctd thr�ugh scur 	uthntic	ti�n 	nd
	uth�riz	ti�n mch	nisms, such 	s OAuth t�kns, nsuring th	t snsitiv ��r	ti�ns 	r �nly
	ccssibl t� 	uth�rizd usrs. Im�lmnting r�t� limiting 	nd thr�ttling c	n b ssnti	l t�
dfnd 	g	inst dni	l-�f-srvic (D�S) 	tt	cks, �rvnting m	lici�us 	ct�rs fr�m �vrwhlming
th systm with xcssiv rqusts. Srvr-sid in�ut v	lid	ti�n is 	ls� signific	nt t� s	fgu	rd
	g	inst injcti�n 	tt	cks, such 	s SQL �r c�mm	nd injcti�n, which c�uld rsult in d	t	 thft
�r un	uth�rizd 	ccss.

Scuring Andr�id-b	sd fin	nci	l 	��s rquirs 	 c�m�rhnsiv 	��r�	ch th	t
intgr	ts ncry�ti�n, scur st�r	g, str�ng 	uthntic	ti�n, 	nd c�ntinu�us m�nit�ring. By
im�lmnting ths scurity m	surs, dvl��rs c	n signific	ntly rduc th risk �f d	t	
br	chs 	nd nsur th s	fty �f snsitiv fin	nci	l inf�rm	ti�n. Rgul	r u�d	ts, c�d
�bfusc	ti�n, 	nd scur API c�mmunic	ti�n furthr rinf�rc th scurity ��stur �f th
	��lic	ti�n, m	king it m�r rsilint 	g	inst v�lving cybr thr	ts.

https://vestnikvivt.ru


Вестник Воронежского института высоких технологий /
�ull�tin �f th� V�r�n�zh Institut� �f High T��hn�l�gi�s

2024;18(3)
htt�s://v�stnikvivt.ru

5 | 6

R���mm�nd�ti�ns f�r s��ur� d�v�l��m�nt �f Andr�id-b�s�d fin�n�� ���s
T� nsur th scurity �f v	ri�us b	nking 	��s �n th Andr�id �l	tf�rm, dvl��rs

must 	d��t s��ur� ��ding �r��ti��s 	nd intgr	t vuln�r�bilit� �ss�ssm�nt t��ls thr�ugh�ut
th dvl��mnt lifcycl. Scur c�ding inv�lvs writing c�d th	t is n�t �nly functi�n	l but
	ls� rsilint t� 	tt	cks 	nd ��tnti	l x�l�its. This rquirs dvl��rs t� f�ll�w st	blishd
bst �r	ctics, such 	s v	lid	ting in�ut, 	v�iding h	rdc�dd crdnti	ls, �r��rly m	n	ging
snsitiv d	t	, 	nd using ncry�ti�n st	nd	rds t� s	fgu	rd usr inf�rm	ti�n [7].

On �f th m�st ffctiv w	ys t� m	int	in scurity thr�ugh�ut th dvl��mnt �r�css
is by lvr	ging t��ls dsignd t� idntify 	nd mitig	t vulnr	bilitis in m�bil 	��lic	ti�ns.
A ky rs�urc in this 	r	 is th OWASP M�bil� S��urit� T�sting Guid� (MSTG), which
�r�vids c�m�rhnsiv guidlins 	nd mth�d�l�gis f�r 	ssssing th scurity �f m�bil
	��lic	ti�ns, including th�s �n th Andr�id �l	tf�rm. Th MSTG c�vrs 	 wid r	ng �f
scurity 	s�cts, such 	s d	t	 st�r	g, cry�t�gr	�hy, ntw�rk c�mmunic	ti�ns, 	nd
	uthntic	ti�n mch	nisms, �ffring 	cti�n	bl rc�mmnd	ti�ns f�r 	ddrssing ��tnti	l
w	knsss.

By inc�r��r	ting scurity tsting 	rly in th dvl��mnt cycl 	nd c�ntinu�usly
thr�ugh�ut th �r�duct's lifcycl, dvl��rs c	n �r�	ctivly idntify 	nd 	ddrss
vulnr	bilitis bf�r thy 	r x�l�itd [8]. This �r�css c	n b furthr su���rtd by 	ut�m	td
t��ls th	t sc	n c�d f�r kn�wn issus, 	s wll 	s m	nu	l �ntr	ti�n tsting t� simul	t r	l-
w�rld 	tt	ck scn	ri�s. In c�mbin	ti�n, ths �r	ctics hl� nsur th	t th fin	l �r�duct n�t
�nly mts functi�n	l rquirmnts but 	ls� �r�tcts snsitiv m�nt	ry d	t	 fr�m un	uth�rizd
	ccss 	nd cybr thr	ts.

C�n�lusi�n
As th us �f Andr�id fin	nci	l 	��lic	ti�ns c�ntinus t� gr�w, nsuring r�bust d	t	

scurity h	s bc�m 	n ssnti	l �ri�rity f�r dvl��rs 	nd fin	nci	l instituti�ns. By
im�lmnting ky scurity �r	ctics such 	s ncry�ti�n, scur d	t	 st�r	g, str�ng
	uthntic	ti�n mch	nisms, 	nd rgul	r scurity 	udits, �rg	niz	ti�ns c	n signific	ntly rduc
th risk �f un	uth�rizd 	ccss, cybr-	tt	cks, 	nd d	t	 br	chs. As th thr	t l	ndsc	�
v�lvs, m�nt	ry digit	l �r�ducts must c�ntinu�usly 	d	�t thir scurity m	surs t� st	y
	h	d �f mrging risks 	nd nsur th	t usrs' d	t	 rm	ins s	f whil thy �r�vid s	mlss
	nd rli	bl srvics.
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